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Renewal of FY22 Cyber Liability Insurance coverage

TD Honorable President and Members of the Board of Estimates November 2, 2021

Dear Mr. President and Members:

ACTION REQUESTED OF THE BOARD OF ESTIMATES:

We respectfully request the Honorable Board of Estimates to approve the renewal of Cyber Insurance for the
Mayor & City Council of Baltimore and other Related Operations. Coverage renewed effective 11/1/2021 to
11/1/2022 and will be provided by the incumbent carriers, Chub and AXA XL insurance companies.

AMOUNT AND SOURCE OF FUNDS: APPROVED FOR FUNDS
| el cHou
$1,039,253 Account #2043-000000-1450-162900-603014
BUDGET & MGMT. RESEARCH

By Unyime.Ekpa at 2:51:12 PM, 11/5/2021

BACKGROUND/EXPLANATION:

Following a competitive process that included 35 insurance carriers, The Bureau of Risk Management was
only able to secure a renewal quote for $10M in Cyber Liability Insurance coverage, through the incumbent
insurance carriers. The first $5M in coverage is being provided by Chubb Insurance at a premim of
$561,758. The second $5M in excess coverage is being provided by AXA XL Insurance at a premium of

$477,495.

The renewal represents at a 50% reduction in coverage $10M vs expiring coverage of $20M, a 165%
increase in premium and an increase in the deductible form $1M to $2.5M.

As a result of well publizied attacks and claim incurred, insurance markets no longer have an appetite for
providing Cyber coverage. The City’s Cyber Insurance renewal reflects this current trend in the market
place experienced by many businesses particuliarly municipalities.

MBE/WBE PARTICIPATION:
There are no MBE/WBE goals for the purchase of this insurance policy.

LOCAL HIRING:
Local hiring does not apply as this only relates to the purchase of insurance coverage.

APPROVED BY BOARD OF ESTIMATES:
DEC 0 8 2021
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The Mayor and City Council of Baltimore
and Other Related Operations

FINEX Insurance Proposal for
November 1, 2021-2022
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Mayor and City Council of Baltimore And Other Related Operations

EXECUTIVE SUMMARY

Thank you for the opportunity to market your insurance requirements. We are pleased to provide the results of
those efforts in accordance with your instructions to provide you with quotes for your Cyber Liability.

We confirm that your insurance coverages are due for renewal on November 1, 2021. The results of our
negotiations with the carriers we approached are summarized below.

Carrier

Line(s) of Business

Response

Premium or Indication

Chubb Cyber Liability Quoted Refer to Marketing Summary
AXA XL Excess Cyber Liability Quoted Refer to Marketing Summary
AWAC Excess Cyber Liability Declined Lack of Appetite
Zurich Excess Cyber Liability Awaiting Response

Nationwide Excess Cyber Liability Declined Lack of Appetite

Starr Excess Cyber Liability Declined Lack of Appetite
Berkley Excess Cyber Liability Awaiting Response

AIG Cyber Liability Declined Lack of Controls
Allianz Cyber Liability Declined Lack of Appetite

CAN Cyber Liability Declined Lack of Controls
Markel Cyber Liability Declined Lack of Controls

Arch Cyber Liability Declined Lack of Appetite
Aspen Cyber Liability Declined Lack of Appetite
Beazley Cyber Liability Declined Lack of Appetite
Everest Cyber Liability Declined Due to Business Class
Hartford Cyber Liability Declined Due to Business Class
Great American Cyber Liability Declined Lack of Controls
Swiss Re Cyber Liability Declined Due to Business Class
AXIS Cyber Liability Declined Lack of Controls
Ambridge Cyber Liability Declined Lack of Appetite
Coalition Cyber Liability Declined Lack of Controls
Corvus Cyber Liability Declined Due to Business Class
Sompo Cyber Liability Declined Lack of Controls
Resilience Cyber Liability Declined Lack of Appetite

Ascot Cyber Liability Declined Due to Business Class
Berkshire Cyber Liability Declined Lack of Appetite
Ironshore Cyber Liability Declined Lack of Controls
Hiscox Cyber Liability Declined Due to Business Class

October 26, 2021
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