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401 E. Fayette Street, 7% Floor : »

FRODM

Renewal of FY22 Cyber Liability Insurance coverage

TD Honorable President and Members of the Board of Estimates November 2, 2021

Dear Mr. President and Members:

ACTION REQUESTED OF THE BOARD OF ESTIMATES:

We respectfully request the Honorable Board of Estimates to approve the renewal of Cyber Insurance for the
Mayor & City Council of Baltimore and other Related Operations. Coverage renewed effective 11/1/2021 to
11/1/2022 and will be provided by the incumbent carriers, Chub and AXA XL insurance companies.

AMOUNT AND SOURCE OF FUNDS: APPROVED FOR FUNDS
| el cHou
$1,039,253 Account #2043-000000-1450-162900-603014
BUDGET & MGMT. RESEARCH

By Unyime.Ekpa at 2:51:12 PM, 11/5/2021

BACKGROUND/EXPLANATION:

Following a competitive process that included 35 insurance carriers, The Bureau of Risk Management was
only able to secure a renewal quote for $10M in Cyber Liability Insurance coverage, through the incumbent
insurance carriers. The first $5M in coverage is being provided by Chubb Insurance at a premim of
$561,758. The second $5M in excess coverage is being provided by AXA XL Insurance at a premium of

$477,495.

The renewal represents at a 50% reduction in coverage $10M vs expiring coverage of $20M, a 165%
increase in premium and an increase in the deductible form $1M to $2.5M.

As a result of well publizied attacks and claim incurred, insurance markets no longer have an appetite for
providing Cyber coverage. The City’s Cyber Insurance renewal reflects this current trend in the market
place experienced by many businesses particuliarly municipalities.

MBE/WBE PARTICIPATION:
There are no MBE/WBE goals for the purchase of this insurance policy.

LOCAL HIRING:
Local hiring does not apply as this only relates to the purchase of insurance coverage.

APPROVED BY BOARD OF ESTIMATES:
DEC 0 8 2021

Clerk ~ \ Date
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The Mayor and City Council of Baltimore
and Other Related Operations

FINEX Insurance Proposal for
November 1, 2021-2022
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Mayor and City Council of Baltimore And Other Related Operations

EXECUTIVE SUMMARY

Thank you for the opportunity to market your insurance requirements. We are pleased to provide the results of
those efforts in accordance with your instructions to provide you with quotes for your Cyber Liability.

We confirm that your insurance coverages are due for renewal on November 1, 2021. The results of our
negotiations with the carriers we approached are summarized below.

Carrier

Line(s) of Business

Response

Premium or Indication

Chubb Cyber Liability Quoted Refer to Marketing Summary
AXA XL Excess Cyber Liability Quoted Refer to Marketing Summary
AWAC Excess Cyber Liability Declined Lack of Appetite
Zurich Excess Cyber Liability Awaiting Response

Nationwide Excess Cyber Liability Declined Lack of Appetite

Starr Excess Cyber Liability Declined Lack of Appetite
Berkley Excess Cyber Liability Awaiting Response

AIG Cyber Liability Declined Lack of Controls
Allianz Cyber Liability Declined Lack of Appetite

CAN Cyber Liability Declined Lack of Controls
Markel Cyber Liability Declined Lack of Controls

Arch Cyber Liability Declined Lack of Appetite
Aspen Cyber Liability Declined Lack of Appetite
Beazley Cyber Liability Declined Lack of Appetite
Everest Cyber Liability Declined Due to Business Class
Hartford Cyber Liability Declined Due to Business Class
Great American Cyber Liability Declined Lack of Controls
Swiss Re Cyber Liability Declined Due to Business Class
AXIS Cyber Liability Declined Lack of Controls
Ambridge Cyber Liability Declined Lack of Appetite
Coalition Cyber Liability Declined Lack of Controls
Corvus Cyber Liability Declined Due to Business Class
Sompo Cyber Liability Declined Lack of Controls
Resilience Cyber Liability Declined Lack of Appetite

Ascot Cyber Liability Declined Due to Business Class
Berkshire Cyber Liability Declined Lack of Appetite
Ironshore Cyber Liability Declined Lack of Controls
Hiscox Cyber Liability Declined Due to Business Class

October 26, 2021
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Mayor and City Council of Baltimore And Other Related Operations 2

Carrier Line(s) of Business Response Premium or Indication
Safety National Cyber Liability Declined Lack of Appetite

QBE Cyber Liability Declined Lack of Controls
Travelers Cyber Liability Declined Lack of Appetite

Munich Re Cyber Liability Declined Lack of Appetite

Amtrust Cyber Liability Declined Lack of Controls

HCC Cyber Liability Declined Due to Business Class

The results of our negotiations are outlined in the attached Quotations subject to the terms and conditions of the
applicable policies. We believe the terms and conditions of the quote reflect the coverage you asked us to obtain
except as otherwise noted.

We draw your attention to the exclusions, subjectivities and warranties set out in the Quotations / Marketing
Summary. We recommend that you read and compare the terms and conditions of your current policy with the
insurers’ renewal terms and conditions.

FINMAR

A separate business unit within the Willis Towers Watson Group, FINMAR Market Services, provides a wide range
of services direct to certain insurers that place business for FINEX Global clients. A separate fee is paid to FINMAR
Market services by insurers for the delivery of these services to them. This fee is calculated within a range of 2.75%
and 7.5% (plus VAT, if applicable) of the overall premiums placed depending on the scale of services provided.
Unless otherwise stated, premiums paid by the clients of FINEX Global will not be increased as a result of these
arrangements.

Change in Carrier

If there is a change in Insurer(s), then the policy form provisions of one or more of your insurance coverages
(including, but not limited to, terms, conditions, definitions and exclusions) require that all known Claims under the
definition of both the expiring and replacement policies must be noticed to the expiring policy Insurer(s) within the
stated reporting window. If the Insured fails to provide notice of such Claim to the insurer(s) as required under the
applicable policy provisions, the Insurer may deny coverage and there will be no coverage for these matters on the
replacement policies. Please refer to the specific reporting requirements of the applicable policies.

Surplus Lines

The premium quoted for the Cyber Liability insurance is subject to Surplus Lines Tax which is in addition to the
premium charged.

Brokerage Terms, Conditions and Disclosures Wording

An order to bind the coverage presented in this proposal shall be deemed an acceptance and agreement that this
proposal is subject to Willis Towers Watson’s Brokerage Terms, Conditions, and Disclosures "Brokerage Terms"
that are incorporated as part of this proposal and available at: https://www.willistowerswatson.com/-
/media/WTW/Notices/Brokerage-Terms-Conditions-Disclosures.pdf.  If you would like a hard copy of the
"Brokerage Terms," please contact any member of your Willis Towers Watson service team. If you have received
a hard copy of this proposal, a hard copy of the "Brokerage Terms" is included for your convenience.

October 26, 2021 WillisTowers Watson L:1"1"l:l



Mayor and City Council of Baltimore And Other Related Operations 3

Directions for Binding

This proposal is presented in conjunction with the Brokerage Terms, Conditions & Disclosures for US Property &
Casualty Retail Accounts which are enclosed.

Please review this proposal and advise of any changes or questions you may have. To request the binding of
coverage, please sign the order to bind request form included in this proposal and return or contact me by phone
or e-mail.

This renewal proposal will remain open until November 1, 2021 after which insurers may withdraw or vary it.

If you have any questions, or if you would like to discuss your insurance program, please contact us. We sincerely
appreciate your business.

Yours truly,

Sou Ford .
FINEX North America

October 26, 2021 WillisTowers Watson L:I"1"l:l



"Ll UOSjep\SiaMoL sIjIIM 1202 ‘92 4290100

Jo uoisian Aue suni yolym welsAg Jeyndwo) s,painsu| Ue Ulyim JaaIes abueyoxg 1Josouolp Aue ‘g Jo ‘wieIsAs Jsindwo) palteys Jo wa)sAg

leIndwioy s,painsuj Ue U0 Z 4H |'Z°0Z0ZA 0} Joud UoISIan AUB U)im 8JEMIJOS WLIOJE|] UOLIQ SPUIAJEIOS AUE "y :JO AJljIqesau|nA Jo aoussaid oy =
"wolsAg
Jandwo) s painsuj sy} ysutebe Ajs|os Joy Jsindwo) SNoIdIe| PAISAOD SSIMIBY}O Ue 0} asuodsal Ul ‘we)sAg Jeyndwon)
S,paJnsu| 8y} Jo UMOpINYS JO ‘8INSO[D ‘UoKOLISal pajepuew-juswulanob e o} Aldde jou |jeys uoisnjoxa sy ‘Jenemoy
‘papinold ‘wayshg seindwo) Aue (1) Jo waysAs sepndwo) e Buijesado uosiad Jo Apjus Aue (1) Jo ‘UmopINYS Jo ‘9Insojo

‘suoljelado Jo uoljolisal pajepuew-juswuIaA0b Aue o) sjgenguiie 1o ‘4o Jno Buisiie ‘uodn paseq ‘Buibsjje :Juspioul payoadg =

poppy suoisnjoxgy =

INO| 3sdl} 84} JOJ NG JO SSBOXT NG 8Y) Se Ul SaWo) TX VXY =

000°000°S 01 00°000°0} WioJ} pasealds( Jwi] ayebalbby Alewnd =

000°005C 01 000°000°} W0} SSEaIOU| UOHUBIDY =

Bundxg wouy sabueyn

S99 @ saxe] s|qeolddy sn|d,

000°000°G$ AX +Y pajiupy
> %0 S6Y' 2178 - SS99Xg AJjIqer] JaghAo ssaoxg (X ¥XV) Auedwon
000°000°G$ 2oUBINSU| YOIMUSSIL)
asealou| (hwr woty)
%9281 2.1'695% ik
h o . paniwpy
A %0 8G/°196% 000°00S'2$ | 000°000°S$ | Aupger Jeghp Atewid (qqnyn) Auedwo)
2oueINsU| UedBWY JOV

wniwaid wnjwaid
aNIg uoissiwwo) abueyn [enuuy [enuuy uonualey abeianon

Buney yseg NV
| 191D
2202-1202 1202-0202

ANIF O1 43040 / AdVININNS ONILIXNEVYIN ANV TVIONVYNIA X3NIA

L suonesadQ pajej@y JayjQ puy aJowpjeg 4o |1ouno) Al pue Jokep



"l 1"l UOS]}eA\SIDMO] SHIIMN 1202 '9Z 1890)00

‘aAoqe pajesipul se abeianod ayj puiq ases|d

"uinjal pue 8)s|dwod ases|d ‘@belanoo jo Buipuiq ay) }senbal o |

‘olep pajesipul ay) Aq ajqeled
Junowe ay} Aed o} noA Aq ainjiey Jo Aejep Aue wouy asiie Aew jey) seouanbasuoo Aue oy s|qisuodsal aq Jou [jIm A ‘suononJsul Buipuig InoA aAey am asu0
Aejeiedas swinjwaid 8oueINsSUl 8y} 10} 8210AUI UB SAIS3I [|IM NOA “a)ep aAoaye Aoljod ay) jo sAep 0z UIYIM UOSIEAA SIOMO | SI[[IAA O} a|qeAed aJe swnjwald

‘/S8}ey UOISSIWWOD/ABAA SIIIAN SY L/SIIIAA INOQY/WOD SI[IM MMM//-GRY Je punoj aq ueos

[esodoud 8jonp JnoA ui pajielsp uoiesuadwiod aseq sy} puokaq uolesuadwod s 818y} 8Jaym sjuswabuelie asay) Jo s|ie}a ‘sejed 1o wniwaid JnoA joedwi
9SIMJIBU]0 Jo ddueINSUl INOA JO }s0D By} Bsealoul Jou ||Im sluswAed asay | “1ainsul 8y} WOy AJOslIp SoUBIBHIP 8y} 198]|0D [IM UOSIEAA SIOMO | SI[jIM ‘Olel
pajenobau ay) ueyy Jemo st juswasoe|d JNOA UO 8jel 8y} J| "[oAS] 9)eI0dI0D B UO SJaINSUl UED U)IM S}l UOISSIUWO0D Sa)ejobau UOS)eAN SIOMO | SIIIIAA

(6102 ur uondsoul 0} Joud Wouly S| uoneWIoI SSO| Y} Jey) W.uod) papiroid suoneordde sy ejep pue ubls =
UOIJEWIJUOD SSBID. |lewd I0) 4|\ =
ajeipawial 0} apew uaaq daAey sda)s Jeym pue swisjsAs aindesul pue spod uado ‘sBuipuly suoneinBbiuod 1SS ey Buipiebal yoeqpee4 =

uondaoul Aoijod o} Joud ysi 8y} ul 86ueyo |ellslew oN

:Jo @ouejdasoe pue MalAaa ‘ydiadal s Jainsuj 0} Jo3lgng — saniAoalgng

"Spuswiasiopus/surioj Asjjod jenjoe ayj o3 1oy aseald ‘saaualaylp j[e JO )si| 8)9]dwod e aq jou Aew ooy PoIOU SSIUBIBYIP Y |

HIS ING'Z HwIT [INH JUBWAaSIOpUS JusA] peaidsapip) =
JuswasJopu] Alojepuswly =

%01 Ploysaly| senuaaal abejusdiad (senuaaay [ejo ) Alug Jsyjouy Jo uoneald Jo uolisinboy - papuswy ainsodxg ul sebuey) |eusjey =

Hoddng [eojuyoa] jo sso =

%06 :uondnuialu| ssauisng Joj 8oUBINSUIOY) =

'G6892-1202-3AD Jepun (robisiu'pau)eseqeleq

AjliqesauinA euoneN sABojouyos | pue spiepuels Jo ajnjiisu| [euolieN U} UIYIM PajusWwnNoop Saljijigesau|nA 0} pasodxa aIemyos

z suonesadQ pajejey JayiQ puy aownjeg Jo [1ouno) AN pue Jokep



I"lulal"l UOS]EAM\ SIDMO] SH[IIM 1202 ‘92 1890300

120¢2/62/01 -°ked

Jobeuey\ ooUBUI] Sy '3 eoueInsu| oML

\Q§Q$\ |\ &\S\\\@% :ainjeubis
suoljesadQ paje|ay 49Yyj0 pue asowijeq Jo [Iounod A9 pue JoAepy

suonesedQ paje|ey JaYi0Q puy siownjeq o [1ouno) AjD pue JoAep



WillisTowers Watson Li*I"L:l

“Best's Credit Ratings™ are under continuous review and subject to change and/or affirmation. For the
latest Best's Credit Ratings™ and Best's Credit Reports (which include Best's Credit Ratings™), visit the
A.M. Best website at http://www.ambest.com. See Guide to Best's Credit Ratings™ for explanation of use

and charges.”

“Best's Credit Ratings™ reproduced herein appear under license from A.M. Best and do not constitute,
either expressly or impliedly, an endorsement of Willis Towers Watson Market Security or its
recommendations, formulas, criteria or comparisons to any other ratings, rating scales or rating
organizations which are published or referenced herein.

A.M. Best is not responsible for transcription errors made in presenting Best's Credit Ratings™. Best's
Credit Ratings™ are proprietary and may not be reproduced or distributed without the express written
permission of A.M. Best Company.”

A Best's Financial Strength Rating opinion addresses the relative ability of an insurer to meet its on going
insurance obligations. It is not a warranty of a company’s financial strength and ability to meet its
obligations to policyholders. View our Important Notice: Best's Credit Ratings for a disclaimer notice and
complete details at http://www.ambest.com/ratings/notice.




